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D
uring the five years since the al Qaeda hijackers
attacked the World Trade Center and the Pentagon, a multi-
billion dollar industry has grown up in and around the

nation’s capital. A panoply of new technologies, specialized services and
well-heeled consulting expertise is now available to federal, state and local
governments charged with securing the United States against another
terrorist attack.

Whether it is venture capitalists fostering new technologies for both
government and private use, boutique companies seeking niche markets
for first-responders, or major public corporations and defense con-
tractors zeroing in on big federal projects, the climate for homeland secu-
rity-related products and services appears to be thriving. Much of that
business optimism is being fueled by Congress, which spent only $5 bil-
lion for homeland security in the year before Sept. 11 but has just
appropriated seven times that amount, or $34.8 billion, for the current
fiscal year. By some business estimates, all government spending on
American homeland security will hit $115 billion by 2011.

Indeed, the global homeland security market for 2006 already exceeds
$50 billion, and the U.S. share of that could easily total $140 billion over
the next five years, according to the Civitas Group, a Washington-
based advisory and investment firm that specializes in homeland and
national security.

A study of publicly traded companies conducted by Oppenheimer &
Co. Inc. estimates that the size of the U.S. homeland security market is
roughly $45 billion when using an elastic definition that includes all
goods and services. 

Moreover, the international market will probably outpace the U.S.
market in the not-too-distant future, says Mark Shaheen, a principal at
Civitas, and domestic firms are poised to get a large piece of that action
as well. Civitas sees a bright future for large and small companies focus-
ing on homeland security. Despite the government’s post-Sept. 11
obsession with security issues, Shaheen contends, the market is still rel-
atively untapped in the United States and internationally. 

“We fundamentally see a lot of progress for this market and expect

to see it grow,” he said.
Publicly traded companies have so far led the charge. William Peters,

a research analyst at Oppenheimer, has developed an index of the
largest companies in sectors identified with homeland security. Oppen-
heimer sorted top companies into its own definition of sub-sector cat-
egories, such as force protection, surveillance, scanning and detection,
civil defense, and biometrics. 

According to Peters, an investor who had distributed $1,000 evenly
among stocks in Oppenheimer’s homeland security index on Jan. 1,
2001, would have made $3,760 by now. That’s an annual return of 
24.7 percent, a striking growth record compared with Standard &
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A Business Boom
In Seeking Safety
HOMELAND SECURITY IS AMERICA’S HOTTEST GROWTH
INDUSTRY, AND SOME SAY IT’S JUST GETTING STARTED

B Y J O E B U R E Y ,  E D I T O R O F C Q  H O M E L A N D S E C U R I T Y ,  A N D T H E C Q  H L S S T A F F

LOOKING AT THE FUTURE: The development of biometric scanning, such as this
fingerprint verification system at New York’s John F. Kennedy International

Airport, has become a multibillion-dollar industry since Sept. 11, after which 
the government accelerated its plans to more closely track foreign travelers. 



Poor’s 500 stock index, a common
performance benchmark; it recorded
a 0.1 percent decline in returns from
Jan. 1, 2001, to Sept. 1, 2006. 

Not surprisingly, the best per-
formance has been among home-
land security stocks related to the
protection of U.S. armed forces. The
force protection sub-sector generated
annual returns of 36.2 percent. But
other sub-sectors prospered as well:
Surveillance had a 27.5 annual
return; scanning and detection 
18.9 percent; civil defense, 18.1 per-
cent; and biometrics, which includes
iris and face scans, 8.7 percent. 

R EVO LU T I O N  I N  T EC H N O LO GY
Some analysts, such as the Home-

land Security Research Corp.
(HSRC), a Washington-based con-
sultancy, go so far as to predict a new
kind of “industrial revolution” on
the horizon, wherein the industry would move from a labor-intensive
business model to a technology- and information-intensive one. 

Doron Pely, a company vice president, says the firm believes that cur-
rent technologies are too people-dependent, too costly and in many cases
ineffective. HSRC advances the case that billions of dollars are being spent
on technologies that will be obsolete in only a few years. For example,
labor costs amount to about 90 percent of airline passenger screening

today, with 15,000 federal screeners
staffing 5,000 U.S. airport metal
detectors that still cannot detect
explosives and non-metallic weapons.
The firm believes it will be only a few
years, however, before nearly all
screening and detection technologies
will be replaced by a new wave of
advanced, all-threat-detection portals
that have multiple uses.

Recent breakthroughs in tera-
hertz lasers, for instance, show prom-
ise in detecting biochemical agents
and explosives. And a technology
known as nuclear quadrupole reso-
nance can identify more than 10,000
types of explosives and compounds,
as well as some biochemical agents.
Silicon-based sensors will detect
chemical weapons, while nanotech-
nologies will provide shrapnel-proof
garments and detect biological
pathogens. The list goes on. 

HSRC expects overall U.S. homeland security spending to grow to
$115 billion by 2011 based on an “ongoing crisis” scenario of continu-
ing, intermittent and medium-level terrorist activity that is “painful but
not devastating.” 

That’s a long-term forecast. Yet it is still quite possible, in the short
run, that investors will shy away from the homeland security sector, fear-
ing that it simply cannot sustain the same growth rate it has enjoyed for
the past five years. Indeed, Oppenheimer’s sector analysis shows that
annual returns for homeland security companies have dipped a bit since
the beginning of this year. 

In all likelihood, that is due to apprehension about the “sustainabili-
ty of earnings growth,” according to Peters. He noted, for example, that
revenues for the X-ray manufacturer American Science & Engineering Inc.
of Billerica, Mass., increased 33 percent in 2004 and 75 percent in 2005,
to $164 million. Such sizable increases will be hard to keep up. 

Peters maintains that the homeland security sector has fallen out of
favor with investors in part because such growth rates will probably
begin to subside. Revenues of publicly traded companies with a large
stake in homeland security will likely decline 1 percent in 2006, then
increase 15 percent next year, he predicts. “Investors like to see growth
rates remaining steady or increasing,” Peters said. “Homeland security
is therefore no longer a buzz word on Wall Street, since we are seeing
funding priorities shift to other domestic programs, such as border sur-
veillance and immigration, which might be tangentially related to
homeland security.”

CA B I N E T- L EV E L  B O O ST
Soon after Sept. 11, many companies were convinced that homeland

security contracts would come rolling in indefinitely — a confidence
reminiscent of the dot-com boom of the 1990s or the height of Penta-
gon procurement largess during the Cold War. But much of the expect-
ed money never materialized during the first year or two, and compa-
nies began questioning whether homeland security was a bona fide
market. 
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The Homeland Security Market 
An index of the top companies in the homeland security
business indicates a steady growth in the market in the 
five years since the Sept. 11 attacks. As a whole, the market
has grown almost fourfold in value, with much of that surge 
coming after the invasion of Iraq in March 2003.

SOURCE: Bloomberg; Oppenheimer & Co. 
NOTE: Standard & Poor’s 500 reindexed to 100 in January 2001
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But that changed starting in 2003, when the new, Cabinet-level
Department of Homeland Security opened for business. Created the
year before, after President Bush reversed his initial opposition to the
idea, it consolidated all or part of 22 federal agencies responsible for
counterterrorism. The House and Senate created separate Appropria-
tions subcommittees to set the new department’s annual budget.

Although the department has been often denigrated as the definition
of an inefficient bureaucracy, Shaheen says it has at least become a more
effective player in the competition for federal funds, and that is expect-
ed to spur the marketplace. “DHS has matured in the last one-and-a-
half years,” he said. “They now hold their own in the interagency com-
munity and on the Hill.”

Although the federal government is the dominant driver of the busi-
ness of homeland security, state and local gov-
ernments are increasingly important as well. 

States generally spend federal dollars through
grant programs. Nevertheless, the U.S. Chamber
of Commerce contends that states and localities
need to become major players in the developing
homeland security market through public-
private partnerships. Andrew Howell, vice pres-
ident of homeland security policy at the cham-
ber, says close cooperation between companies
and government at all levels is the “next big
challenge” for homeland security. 

But even Howell is pinning much of his
hopes for growth in the market on the federal
government — in particular, the Science and

Technology directorate at the Department of Homeland Security and
the White House Office of Management and Budget (OMB). 

In August, the department filled a five-month vacancy for under-
secretary for science and technology when retired Rear Adm. Jay M.
Cohen took over the position. He is a decorated 35-year veteran of the
Navy, where he was most recently the chief of naval research. Cohen
appears to be headed in the right direction, according to Howell, but he
also emphasized that owners and operators of critical infrastructure
must know precisely how their R&D needs will be addressed. 

The Science and Technology directorate “is the place where the pub-
lic and private sectors should have a common vision of today’s gaps and
tomorrow’s needs” in security, Howell said. “To address tomorrow’s
threats and needs, there has to be someone in charge of the future and

strategy. I do not know where that sits other
than the Science and Technology directorate.”

He also says it is “absolutely critical” that
OMB galvanize the interagency process. He
would like Science and Technology and OMB
to establish concrete homeland security pri-
orities. “That will be the principal challenge in
the next five years,” he said. “You have to make
hard choices on risk and where to put dollars.
We are not at a state where we are ready to
make those decisions.”

Much of the optimism among analysts is
linked to “third-generation” technology that
U.S. companies are expected to bring to the
marketplace in three to five years. A
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ELECTRONIC ASSISTANCE: Remote rural areas
are now getting the same level of surveillance long
used at the most secure government facilities.

Revenue forecast, in millions of dollars       
Scanning and Detection
Companies that manufacture X-ray and other detection 
equipment such as that found in airports

2006 2007 

OSI Systems $480 $519
Analogic 330 341
American Science

& Engineering 150 174
Isonics NA NA
Diversified Conglomerates
Companies with a diverse revenue base that participate in the
homeland security sector

General Electric $162,469 $174,131
United Technology 46,882 49,464
Tyco International 41,322 43,158
Lockheed Martin 39,584 41,202
Honeywell 30,908 32,390
Raytheon 23,341 24,739
L-3 Communications 12,224 13,274

Niche Security Products
Specialty equipment with relatively narrow applications

2006 2007 

Comverse $1,571 $1,825
Federal Signal 1,232 1,279
Choicepoint 972 1,058
Verint 380 438
Allied Defense Group 130 NA
EFJ Inc. 119 155
Lakeland Industries 99 104
Lightbridge 99 103
Taser International 67 94
Mace Security NA NA

Defense
Companies that secure contracts and arrange subcontracts
for smaller companies

Boeing $60,529 $65,460
Lockheed Martin 39,584 41,203
Northrop Grumman 30,526 32,369
Raytheon 23,341 24,739

Force Protection
Equipment used for protection in combat and peacekeeping
environments
Armor Holdings $2,463 $3,469
Ceradyne 621 686
Arotech NA NA
DHB Industries NA NA
Civil Defense
Companies that manufacture products primarily to detect or
protect against hazardous materials

Mine Safety Appliances $912 $955
Rae Systems 65 78
Versar NA NA

Biometrics / Secure Credentials
Companies that develop software and related equipment for iris
scanning and fingerprints

2006 2007 

Nuance $392 $545
L-1 Identity Solutions 156 256
Digimarc 106 117
Cogent Systems 113 159
Entrust 97 117
ActivIdentity 50 66
LaserCard 42 60
On Track Innovations 40 59
ImageWare 12 15
Saflink 5 17

Biodefense
Companies that develop antidotes for biological agents used
by terrorists

Applera-Applied Biosystems $1,984 $2,119
Allscripts 229 294
Cepheid 86 108
Qiagen NV NA NA

Surveillance
Video, monitoring and specialty surveillance systems

DRS Technologies $2,615 $2,903
FLIR Systems 572 656
Argon ST 304 356
Cohu Inc. 235 257
Axsys Technologies 154 167
Magal Security NA NA

SOURCES: First Call and Oppenheimer & Co. Inc.

A Snapshot of Market
Success Stories
Revenue projections for some of the most
successful businesses in nine categories of
Oppenheimer’s homeland security index 
suggest that continued growth is coming in
the next year. Established defense contrac-
tors are sharing success with smaller, 
boutique firms. New technological develop-
ments have leveled the playing field between
established giants and emerging companies.
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Soon after Sept. 11, a number of companies slightly modified their
existing security and military technology for a newly created market.
This first-generation technology was soon replaced by more advanced
products, including explosive detection systems, biometrics to confirm
identities and video imaging for surveillance. Third-generation tech-
nology will focus on “solving very complex problems for buyers in the
government and commercial sector,” Shaheen said. This includes very
rapid and accurate biometric equipment, ubiquitous and sensitive
biosensors, and far superior detection of chemicals. “Smaller and inter-
mediate companies could make their presence felt here,” he said, adding
that he expects large system integrators to use technology from small-
er companies, through either partnerships or acquisitions. 

While the United States is still the largest single market for security
products, the international market will probably pass and eventually sur-
pass the United States in the foreseeable future, according to a Civitas

analysis that will be published in a few weeks. That forecast is based in
large part on expected procurement in Europe, the Middle East and Asia.
The expanded marketplace is expected to present a major opportunity
for U.S. companies. 

“The economic market of the European Union is roughly the mar-
ket size of the U.S.,” Shaheen said. “When you put in large Asian
economies and high-wealth Middle East countries, you end up with a
very large market, and security will be a significant market as well.”

Of course, foreign companies will also compete for a slice of the grow-
ing homeland security market. Just this month, the European Com-
mission allocated 15 million euros (roughly $18.9 million) for 15 home-
land security research projects. One of the projects will detect explosives,
including liquids, at airports and customs stations, while another is
designed to help track people carrying hazardous materials in a crowd.
Detecting biological weapons is a third project.   

The same type of investors who bankrolled the start-up of
household-name companies such as Google, Amazon, FedEx and even
Outback Steakhouse quickly turned their attention to the homeland
security market after the Sept. 11 attacks. 

Venture capitalists “didn’t necessarily jump into the space” because
the government initially was looking for technological solutions that
could be delivered “the next day, on 9/12,” said Mark Heesen, president
of the National Venture Capital Association. 

But managers of venture capital funds did examine their existing port-
folio companies to see if any new technology could be used for homeland
security purposes, he said. The so-called tech bubble of the 1990s had burst
by the time of the al Qaeda attack, and private-sector acquisition of small-
er information technology companies had slowed dramatically. 

“Government became a very attractive market at that point” for
companies that could properly “rejigger their business,” Heesen said,
referring to the newly available homeland security dollars from feder-
al, state and local governments.

Five years later, venture capitalists have invested $307.5 million in 62
companies with homeland security in their business descriptions,
according to statistics from The MoneyTree Report, by Price-
waterhouseCoopers and the National Venture Capital Association,
based on Thomson Financial Data. 

That’s not a lot of money by Amazon or even YouTube standards. And
the fact is, no venture-funded, exclusively homeland security company has
yet gone to a public offering of stock with big-name success. But given
that most investment cycles take between seven years and a decade from
early-stage investment to maturity, venture capitalists are saying “watch
this space,” because the next few years could prove telling. 

“This is an emerging sector that more and more investors are recog-
nizing value in,” said Civitas’ Shaheen. “By and large, the existing tech-
nology solutions available to the market do not meet the requirements
of sophisticated government- and commercial-sector buyers.” 

The result is a demand for new and innovative technology that will
continue to drive venture capital, he said.

Venture capital investors are particularly interested in the potential
of start-up businesses that are developing products with both homeland
security and commercial uses. “The applicability of the technology to
a number of homeland security issues provides a steady stream of rev-

enue that has helped build the business,” said Amanda Reed, a partner
with Palomar Ventures in Palo Alto, Calif. 

Reed said that investors want some indication that government
funding is not the only source of future revenues. While there are no
doubt companies that survive exclusively on government revenue,
investors are more interested in “commercial traction and applicabili-
ty,” she said. Investors want “balanced performance across multiple sec-
tors” without too much dependence on government spending.

At the same time, it was the government’s interest in finding inno-
vative technology for homeland security that gave the sector its first big
push. If an early-stage company could find public sources for funding,
it would need less private capital. In addition, Reed said, the current need
for homeland security technology makes it easier for small start-up com-
panies with limited resources to sell to the government.

That’s a complete 180 degree turn, she said, from the late 1980s,
“when you only went after the government sector after you had your feet
underneath you and could afford a year or two of dedicated people” and
resources.

WATC H I N G  T H E  WATC H E R
VidSys Inc., a video network software company based in Alexandria, Va.,

could be one of those companies to watch in the coming years. VidSys
makes software that remotely manages and monitors video surveillance
networks. The company is funded by IDGVentures of Boston, a global net-
work of venture capital funds that manages about $1.4 billion. IDG focus-
es on early-stage investment in start-up companies in six sectors for
amounts between $1 million and $5 million, including those considered
“pre-product, pre-revenues,” said Michael Greeley, an IDG partner. One of
the sectors is homeland security and physical security. 

IDG recognized that the federal government is directing more than
$30 billion annually at homeland security. The government is “very
aggressively supporting and massively subsidizing” the development of
new technology, Greeley said.

Many entrepreneurs are getting small, “proof of concept” govern-
ment contracts of less than $1 million, he said, and so the real opportu-
nity lies where technologies have initial homeland security application in
addition to commercial uses when developed further with government-
research funding.

O u t l o o k

VENTURE CAPITALISTS:
INNOVATION’S BANKROLL
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VidSys is one example of a company that has dual market potential,
Greeley said. Its software helps centralize a collection of video surveil-
lance feeds. In addition to uses by the government — to allow one per-
son to monitor a series of security cameras along the Mexican border,
for example — Greeley, a VidSys board member, sees broad commercial
uses. Clear Channel Communications Inc., for instance, is using VidSys
software to manage cameras on billboards advertising its radio stations.
Wal-Mart Stores Inc. may want to use VidSys to monitor its parking lots
to drive down insurance rates. “The government is investing a lot in
homeland defense that we can create businesses around,” Greeley said. 

But start-ups can’t rely on government business alone. Government
sales cycles are too long and prices have to be very competitive, Greeley
said, adding that government contracting is also difficult to navigate. 

C O N S O L I DAT I O N  GA M E
Venture capital funds eventually pursue a return on investment

through either an initial public offering — selling stock to the public —
or, more commonly, through a merger or acquisition of assets. So the
start-up business strategies have to be built for those end results. About
2,000 companies in all business sectors get venture capital each year, but
only about 100 to 150 go public “in a great year,” so most of the money
making comes from merging a start-up with another company or sell-
ing it outright, Greeley said.

“We think potential acquirers of these types of businesses, a lot of
what they do is defense [or government sector], but probably a third of
their revenues is non-defense,” Greeley said.

With merger or acquisition activity in mind, IDG Ventures recently
began organizing events called “venture summits” to bring together big
and small companies with homeland security interests. Earlier this
year, IDG held its first homeland security venture summit at Lockheed

Martin Corp. headquarters in Bethesda, Md.
The daylong event involved 30 to 40 Lockheed
Martin executives explaining their needs, ven-
ture capitalists presenting their strategies and
portfolio companies pitching their products.

“Everyone walked away with a much better
perspective” about the business, Greeley said,
adding that VidSys, in one result of the sum-
mit, is now talking with Lockheed Martin
about jointly bidding on contracts. 

IDG is planning more venture summits
with Lockheed and with other large govern-
ment contractors such as Raytheon Co.

Not all homeland security start-ups are
solely pursuing a merger or acquisition. Atten-
sity Corp. of Palo Alto, Calif., is confident
that the text analytics technology it is devel-
oping could lead it to become a public com-
pany in a few years. First developed by Uni-
versity of Utah researcher David Bean for his
doctoral thesis, Attensity’s software has been
commercialized to read and find meaning in
complex texts — whether it is automobile
maintenance logs or e-mails of customer serv-
ice comments, intelligence reports, or cargo
shipping manifests.

Palomar Ventures invested $6 million in
Attensity in 2003. In addition to Palomar, the company has four major
investors, including In-Q-Tel, a venture capital fund started by the Cen-
tral Intelligence Agency in 1999 to invest in technology with national
security relevance.

Palomar was drawn to invest in Attensity because it had the initial
support of In-Q-Tel, which helped to make inroads within the govern-
ment by making the right introductions to navigate investment in
Washington, said Reed.

Since In-Q-Tel selected Attensity to receive its seed money, the com-
pany has won the Air Force, local law enforcement agencies, and the Cus-
toms and Border Protection arm of the Homeland Security Department
as customers.

If Attensity does eventually go public, it won’t necessarily signal a wave
of similar success stories among the homeland security startups. But
Heesen of the National Venture Capital Association maintains that ven-
ture capitalists can’t be factored out just yet. One out of every 10 Amer-
icans employed in the private sector works for a company started with
venture capital, Heesen said, and 16 percent of all revenues generated in
the U.S. come from venture-backed companies. “The entire biotech
industry was venture-backed,” Heesen said. “While the numbers are
small, the impact can be immense.” — AN G E L A KI M

BIOMETRICS: 
BIG PLAYERS LINE UP
The federal government has been a powerful force in cre-
ating a robust “biometrics” industry to verify the identity of foreign vis-
itors, airline passengers and its own employees through identification
cards with such enhancements as iris scans and fingerprints. 

After Sept. 11, the government created numerous programs to col-

NETWORK SURVEILLANCE: California’s department of transportation (Caltrans) uses software developed
by VidSys Inc. to monitor and manage multiple surveillance cameras along the state’s roads and highways.
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lect such biometric information. As a result, some of the largest com-
panies in the country, as well as more specialized concerns, are posi-
tioning themselves to cash in on the business.

One program, known as US-VISIT, was mandated by Congress before
Sept. 11. It was designed to record the entry and exit of foreign visitors,
verify their identities, and confirm compliance with visa and immigra-
tion policies. “We basically met and perhaps exceeded some of the
expectations of Congress when it came to us,” said Robert Mocny, the
program’s acting director. “So you now have the world’s largest database
of fingerprint scans residing within the Department of Homeland
Security.”

Accenture in June 2004 was
awarded a five-year base contract
with a five-year option to be the
prime system designer and inte-
grator for the system. The
Bermuda-based consulting firm
beat out Lockheed Martin and
Computer Sciences Corp. in 
a competitive procurement
process. The contract could net
Accenture as much as $10 bil-
lion over the life of the contract.
In fiscal 2005, Accenture’s rev-
enue was $17.1 billion — mean-
ing that, if the federal contract
was paid out evenly at $2 billion
a year, the US-VISIT business
accounted for 12 percent of the
company’s income. 

The program currently
requires foreign visitors to permit
Customs officers to digitally scan
their right and left index fingers
and face. But Homeland Security
Secretary Michael Chertoff
announced last year that his
department is considering a more
expansive requirement that all first-time visitors to the United States sub-
mit to scans of all 10 of their fingers.

Several months after Accenture won its contract, the company final-
ized agreements with Raytheon, SRA International Inc. and L-3 Titan
Group to serve as lead subcontractors. Accenture would not disclose the
expected earnings for its subcontracted partners.

S E L L I N G  T H E  FAST  L A N E
Another program requiring biometric data is Registered Traveler,

under which airline passengers who pay a membership fee and meet cer-
tain requirements, including clearing background checks and allowing
the government to image their irises and fingerprints, may pass through
airport screening checkpoints more quickly than the rest of the public.
Private contractors collect both biometric and biographic data, vet the
information and then have the power to issue a special identity card.
They will also collect a $30 fee on each application for the Transportation
Security Administration.

The federal government is setting standards for the program, but each
commercial airport has the right to participate or not. If it does, the air-

port awards the contract for the screening of applicants.
So far the only full-fledged introduction of the program has come

at Orlando International Airport, where Verified Identity Pass Inc. has
gathered more than 29,000 enrollees, each of whom now pay a $70 fee.
The New York-based company has also won contracts to start the pro-
gram in four other places — the airports in Cincinnati; San Jose, Calif.;
Indianapolis; and the British Airways terminal at John F. Kennedy
International in New York — and has begun registration for American
travelers who would like to enroll for the program there.

Verified Identity Pass is looking to win two more contracts by the end
of this year and add as many as
a dozen more airports next year.

The company estimates that
in the first year of service, the aver-
age airport with a Registered Trav-
eler program will have 25,000-
60,000 enrollees. Assuming those
estimates are borne out, Verified
Identity Pass could see revenue of
about $45 million for its Regis-
tered Traveler-related business in
fiscal 2007.

Unisys Corp. has signed a let-
ter of intent to provide the serv-
ice for passengers at Reno-Tahoe
International Airport and is
competing with Verified Identi-
ty Pass and Saflink Corp. for a
contract at Denver Internation-
al Airport, the world’s 11th
busiest in 2005. Unisys is aiming
to win contracts to serve as
many as 10 airports in 2007 and
will charge essentially the same
as Verified.

Assuming the average airport
will have 42,500 enrollees,
Unisys could be looking at rev-

enues of approximately $24 million next year — which would still be far
less than 1 percent of its revenue, which approached $5.8 billion in fis-
cal 2005.

Saflink, along with its partner Smiths Detection, hopes to win eight
to 10 contracts and will probably charge enrollees more than either
Unisys or Verified — probably between $80 and $100 — which could gen-
erate about $34 million for the two concerns. “We will be bidding most
likely on every procurement from here on out,” Luke Thomas, a vice
president of Saflink, said of the Registered Traveler business. “There may
be a couple of airports up by year’s end. Then it will obviously be a very
busy 2007.” 

N EW  CA R DS  FO R  F E D E RA L  WO R K E R S
Another biometric program will vet all government employees and

contractors and distribute ID cards during the next two years to ensure
that unauthorized people do not gain access to sensitive government
facilities and databases. 

Last month BearingPoint Inc. of McLean, Va., won a five-year contract
with the General Services Administration and at least 28 other federal N
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IRIS SCANS: Steven Brill of Verified Identity Pass subjects himself to iris 
scanning, the newest development in biometrics, at Orlando’s airport last year.
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agencies that banded together to use the same system and reduce costs.
Roughly 500,000 government employees working at participating fed-
eral agencies have already signed up for IDs. BearingPoint could earn as
much as $104.6 million on the contract. While it has yet to file its annu-
al earnings statement with the Securities and Exchange Commission,
the company had $3.4 billion in revenues in fiscal 2004.

But dozens of other agencies will probably use a competitive bidding
process to select other service providers for the program, commonly
known as HSPD-12. “There are a few different ways that agencies can
approach applying,” said Gordon Hannah, a managing director at
BearingPoint. “The two that we see the most are either making a con-
scious decision to essentially build this infrastructure inside an agency
. . . or do this as a shared service across multiple agencies.”

Other firms invested in the HSPD-12 business have formed strate-
gic alliances to make complete ID services available to federal agencies.
General Dynamics Corp. and Lockheed partnered in September, and
Sun Microsystems Inc. and ActivIdentity Inc. paired off in March.

— M AT T H E W M.  J O H N S O N

SMALL SECURITY FIRMS:
A PIECE OF THE ACTION
Corporate security officers and consultants used to be
housed in the basement of an office building, their jobs confined to
monitoring who entered the building. Corporate executives worried
mostly about vandalism and theft. But today security experts are teach-
ing executives and shareholders that a terrorist attack or natural disas-
ter could have a major impact on a company’s bottom line.

While boutique security firms have been unable to garner a large
share of federal government contracts, many of these firms have found
a new marketplace for their services in the private sector, where For-
tune 500 companies and small businesses seek protection from poten-
tial hazards. 

Military and law enforcement veterans of all stripes have made them-
selves available for hire in recent years, hoping to get a piece of the action.
“Everybody has a boutique security company now, and everybody’s a
security expert,” said Michael Guidry, who started an eponymous secu-
rity company in 1985.

The boutique security business is brisk in the private sector, but sup-
ply and demand appear to have reached a balance. Guidry was somewhat
pessimistic about the prospects for boutique firms in the years ahead.
“I think you’ll see a lot of the boutiques either getting bought or walk-
ing away,” he said.

Many were confident that after the 2001 terrorist attacks there
would be enough business opportunities to support those flooding into
the marketplace. But in the years that followed, security consultants said
many of their brethren have struggled, especially those who got into the
business immediately after the attacks on New York and Washington.

“Right after 9/11, a lot of companies came running to the Washing-
ton area, thinking they could make a killing in the federal marketplace,”
said Michael Hershman, president of the Fairfax Group, a security
investigative company. “What they found out very early on was that the
federal government wasn’t ready yet.”

The operators of small boutique security firms say the major prob-
lem they have experienced is the lack of availability of federal contracts.
Many assumed the fledgling Department of Homeland Security would

seek out small companies with innovative ideas. That has not happened.
“The leadership at DHS, many who came from defense, were more com-
fortable dealing with the defense contractors,” Hershman said. “There
really wasn’t much room for companies that were new to the federal
marketplace.”

The recent SBINet border security program is a good example. Last
month, Boeing Co. won the roughly $2 billion contract to create a high-
tech border security plan. The other finalists were Lockheed Martin,
Northrop Grumman Corp., Raytheon and Ericcson. The project was
simply too big for the boutique firms, although many of the candidates
formed teams that included smaller companies as subcontractors.

Most of the companies that have won government contracts existed
before Sept. 11, said Peters, the Oppenheimer analyst.

Smaller firms and consultants have been aligning themselves with the
larger contractors, hoping to piggyback on their contacts and experience.
And smaller firms have been hired as subcontractors by large integra-
tors unable to staff the projects independently. 

Nevertheless, the private sector rather than government contracts
provide much of the business for security firms. And many corporations
are turning to boutique security companies to provide customized
services matching their concerns about natural disasters and pan-
demics in addition to terrorist threats.

Security experts were first brought in to help mitigate the conse-
quences of a terrorist attack. But last year, companies began planning
for a natural disaster, spurred by the destruction of Hurricane Katrina.
And now, many are reworking plans for the continuity of operations in
case of the avian flu or similar pandemic.

“I think Katrina literally woke up a lot of people,” said James Lee
Witt, the Federal Emergency Management Agency director during the
Clinton administration, who now runs his own disaster-preparedness
company. “Before Katrina, you were looking at terrorists and differ-
ent types of events, but there wasn’t a big emphasis on catastrophic
events.”

Witt is one of several people in the security industry using name
recognition to bring in new business. His firm was purchased earlier this
year by GlobalOptions Group., which also purchased SafirRosetti,
made up of Howard Safir, a former New York City police commission-
er, and Joseph Rosetti, the former security director for IBM.

“What you always want is a trusted adviser,” said Harvey Schiller, the
chairman and CEO of GlobalOptions, a public company. “I think
name recognition is important because it gets you through the front
door. But you have to deliver.”

Smaller firms complain that companies with prominent executives
often rest on the icon’s laurels to get new business but bring in untest-
ed underlings to do the real work.

GlobalOptions officials said their strategy is more than just bringing
in big names. They hope to build a full-service security company, where
clients can access different wings of the company for investigations, phys-
ical security and emergency preparedness.

“The solutions before were very fractured,” Schiller said. “There are
thousands of mom-and-pop investigators, but they don’t offer the level
of services we can offer.” — MAT T H EW E.  BE R G E R

FOR FURTHER READING:  Fiscal 2007 Department of Homeland 
Security appropriations (PL 109-295), CQ Weekly, pp. 2710, 2631; 
law creating the department (PL 107-296), 2002 Almanac, p. 7-3.


